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Motivation

During March/April 2005, SANS Internet Storm Center re-
ports a number of DNS cache poisoning ‘“attacks” are oc-
curring.

— http://isc.sans.org/diary.php?date=2005-04-03

— http://isc.sans.org/presentations/dnspoisoning.php

Poisoned nameservers have bogus NS records for the com
zone.

SANS ISC theorizes it may have been a vector for spyware
propagation.

Microsoft Windows NT, 2000, 2003, and Symantec firewall
products are affected.
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The Poisoning Attack

e An authoritative nameserver is configured (intentionally or
not) to return bogus and out-of-bailiwick NS authority records.
See example next four slides.

e A caching resolver trusts and caches the bogus referral.

e Future queries for names in the poisoned zone go to the
bogus nameserver.

e [ he bogus nameserver returns incorrect answers to queries
that it should not be receiving.
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Bad Referral Example (1 of 4)

Start at the Root with dig +trace longislandauction.com

; <<3>> DiG 9.3.2 <<>> +trace longislandauction.com

;5 global optiomns:

printcmd
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141529
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IN
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IN
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oo aao@Dme U+ =

;; Received 436 bytes from 206.168.0.2#53(206.168
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Bad Referral Example (2 of 4)

m.root-servers.net returns a referral for com

com. 172800 1IN NS K.GTLD-SERVERS.NET.
com. 172800 1IN NS L.GTLD-SERVERS.NET.
com. 172800 IN NS M.GTLD-SERVERS.NET.
com. 172800 IN NS A .GTLD-SERVERS.NET.
com. 172800 1IN NS B.GTLD-SERVERS.NET.
com. 172800 1IN NS C.GTLD-SERVERS.NET.
com. 172800 1IN NS D.GTLD-SERVERS.NET.
com. 172800 1IN NS E.GTLD-SERVERS.NET.
com. 172800 1IN NS F.GTLD-SERVERS.NET.
com. 172800 1IN NS G.GTLD-SERVERS.NET.
com. 172800 1IN NS H.GTLD-SERVERS.NET.
com. 172800 1IN NS I.GTLD-SERVERS.NET.
com. 172800 1IN NS J.GTLD-SERVERS.NET.

;; Received 499 bytes from 202.12.27.33#53(M.ROOT-SERVERS.NET) in 142 ms
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Bad Referral Example (3 of 4)

k.gtld-servers.net returns a referral for longislandauction.com

longislandauction.com. 172800 IN NS authl.ns.sargasso.net.
longislandauction.com. 172800 IN NS auth2.ns.sargasso.net.
longislandauction.com. 172800 1IN NS auth3.ns.sargasso.net.

;; Received 162 bytes from 192.52.178.30#53(K.GTLD-SERVERS.NET) in 118 ms
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Bad Referral Example (4 of 4)

authl.ns.sargasso.net returns a bad referral for com with its an-

swer

longislandauction.com. 300

com. 300
com. 300
com. 300

IN
IN
IN
IN

A

NS
NS
NS

127.127.127.127

authl.ns.sargasso.net.
auth2.ns.sargasso.net.
auth3.ns.sargasso.net.

;; Received 178 bytes from 198.77.14.65#53(authl.ns.sargasso.net) in 80 ms
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What if we trusted the bad referral?

# dig Qauthl.ns.sargasso.net www.aol.com
; 3 QUESTION SECTION:
;WWww.aol.com. IN A

; 5 ANSWER SECTION:
wwWw.aol.com. 300 IN A 127.127.127.127

; 5 AUTHORITY SECTION:

com. 300 IN NS authl.ns.sargasso.net.
com. 300 IN NS auth2.ns.sargasso.net.
com. 300 IN NS auth3.ns.sargasso.net.

; » ADDITIONAL SECTION:

authl.ns.sargasso.net. 3600 IN A 198.77.14.65
auth2.ns.sargasso.net. 3600 IN 69.56.183.51
auth3.ns.sargasso.net. 3600 IN A 198.77.15.67

=
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Vulnerable Implementations

The following caching resolvers are known to be susceptible to
this type of poisoning:

e Windows NT

— vulnerable by default
— SP4 and later can become not-vulnerable after editing
registry

e Windows 2000

— SP1, SP2 vulnerable by default
— SP3 and later not-vulnerable by default

e Windows 2003
— not-vulnerable by default

e Symantec gateway/firewall products
— google for SYM04-010 and SYMO5-005
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How Many Poisoners Are Out There?
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How To Find Poisoners
Start with a (large) list of DNS names or zones.

Discover the set of authoritative nameservers for a zone by
following referrals starting at the root.

Query each authoritative nameserver.

Compare the NS RR set in each reply to the previously-
learned referrals for parent zones.

This technique only finds parent-zone poisoning. Further-
more, we are limiting our search to TLD poisoning at this
point.
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Febuary 2006 Survey

e Input is 6,332,966 names captured from nameservers oper-
ated by us.

e Found 284 “poisoning” nameservers — these return bogus
referrals to a TLD, or the root.

e T he following zones are poisoned:

zone # zone #f
. 217 CcC 2
com 49 cn 1
net 29 to 1
org 24 default | 1
au 3

e SOome nameservers poison multiple zones
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Some Poisoners

dns.internic.ca nsl-expired.nictrade.se
nsl.afternic.com nsl.pairnic.com
nsO.directnic.com ns2.newdomllc.com
nsl.domainsarefree.com nsl.domainmonger.com
nsl.my-name-server.com nsl.dr-parkingservices.com
NnsO.expireddomainservices.com dnsl.arishost.com
parkl.dnsmadeeasy.com nsl.opt.to

NS.sg.gs Nns1.hi2000.net
ns2.pipipapa.net ns3.typein.net
redirnsl.bgdns.net ns2.darkscape.net
ns2.parabolastudios.com uabdcl.uab.edu
ns2.dnscheck.net ns2.domaincontender.com
nsl.domainmonger.com nsl.totalnic.net

jar2.hostalia.com nsl.2n4c0.com
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Never attribute to malice what can
adequately be explained by stupidity

e Many of the nameservers that return bad referrals appear to
be companies in the DNS business:

— registrars

— resellers

— speculators

— typo profiteers

e Others appear to be legitimate companies.
e [ hey should know better.

e Many of the names leading to poisoners are either expired or
parked.
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Is the Sky Falling?

e With so many poisoners out there, why don’t we hear about
more problems?

e Fortunately, most implementations do not allow the root
zone to be poisoned.

e If you were surfing the Web with a poisoned DNS cache,
would you know it?

e Let's simulate it...

e For every bad referral found, we

— Put the nameserver’s IP address in /etc/resolv.conf

— Fire up a web browser and request www.google.com and
WWW. microsoft.com

— Take screenshots
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Lazy, Stupid, or Evil?



| aziness:

;3 QUESTION SECTION:
;china-bamboo-wood.com.

; 5 ANSWER SECTION:

china-bamboo-wood.com. 86400
;3 AUTHORITY SECTION:

com. 86400
com. 86400

The administrator is too lazy to put each domain delegated to
them into separate zone files. Instead, they create a com zone

Ns1l.hi2000.com

IN A

IN A 202.101.43.181
IN NS ns1.hi2000.com.
IN NS ns2.hi2000.com.

and list A records for each delegation (see next slide).

lLaziness such as this is probably the source of most of the poison

that we find.
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Laziness: ns1.hi2000.com, cont

T heir zone file probably looks like this...

$0RIGIN com.

Q IN SOA nsl1.hi2000.com. hostmaster.hi2000.com (
2003042101 ; serial
28800 ; refresh
14400 ; retry

3600000 ; expire
86400 ) ; minimum

IN NS ns1.hi2000.com.
IN NS ns2.hi2000.com.
china-bamboo-wood IN A 202.101.43.181
www.china-bamboo-wood IN A 202.101.43.132
newsunseed IN A 202.101.43.132
WWW.newsunseed IN A 202.101.43.132
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Stupidity: nsl.frakes.net

; ; ANSWER SECTION:
gripelist.com. 86400

; 3 AUTHORITY SECTION:

com. 86400
com. 86400
com. 86400

; 5 ADDITIONAL SECTION:

nsil.com. 86400
ns2.com. 86400
ns3.com. 86400

IN

IN
IN
IN

IN
IN
IN

NS
NS
NS

A
A
A

64.202.173.35

ns2.com.
ns3.com.
nsl.com.

66.249.1.244
66.249.7.25
66.249.1.100

Typos, combined with laziness, create an interesting situation.
Looks like frakes.net is using the com zone technique, but forgot

to make the nameservers fully qualified.

Note that nsl.com, etc are legitimate DNS names and have A
records different than those returned by nsl.frakes.net.
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Evilness

Our definition of an evil poisoning nameserver is one where it
answers queries, with the wrong address, and proxies web traffic
sent there so you still get what you expect.

To help find them, we give each source of poison an evilness
ranking from 1-5. One point each for:

e Returning a bad referral

e Poisoning a TLD

e Answering an A query for “important names”
e Answering the query incorrectly.

e Answering the query such that the a web browser |looks the
same as with correct DNS.

Found a few ‘fours” but no ‘fives”’ vyet.
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Miscellany

Some of the poison sources that we find are actually vulner-
able implementations that have been previously poisoned.

Remember: authoritative nameservers should never ac-
cept recursive queries!

Some NS records have non-FQDN names. The name “ns”
IS a popular example.

Its a good thing even the vulnerable implementations don't
let the root zone become poisoned.
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Bottom Line

Several hundred misconfigured nameservers out there return
bad referrals that can poison DNS caches.

— Some perhaps with malicious intent

About 75% of those try to poison the root zone, which usu-
ally has no effect.

Probably 90% of nameservers out there today are not vul-
nerable to this type of poisoning.

Most of the attempted poisoning can be attributed to lazi-
ness and stupidity.
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For More Information

e Browse the Poisoners Database

http://dns.measurement-factory.com/surveys/poisoners.html

® wesselsOmeasurement-factory.com
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The End



